
Product Vulnerability Disclosure Policy 

At LIXIL Corporation (hereinafter referred to as "LIXIL" or "we"), our top priority is ensuring the 
security of our IoT products and related services (hereinafter collectively referred to as 
"Products"), so that our customers may use them safely and securely. 

Therefore, in alignment with international standards such as ISO/IEC 29147 and ISO/IEC 30111, 
we have established a dedicated channel to receive vulnerability reports from external security 
researchers and customers. We are dedicated to the early detection and remediation of 
vulnerabilities, and will disclose information about vulnerabilities in accordance with the 
procedures outlined below. 

Receiving Vulnerability Information 

LIXIL collects vulnerability information from various sources, including external disclosures, as 
well as reports from our internal teams and partners. 

If you have identified a vulnerability in our Products, please submit your report to either a public 
coordination body or to our direct reporting channel. For details on our reporting channel, please 
refer to the "Reporting a Vulnerability" section. 

If you report to a public coordination body, we will coordinate with that organization as 
necessary to address the vulnerability. 

If you contact us via our reporting channel, we will acknowledge receipt of your report, typically 
within five (5) business days (excluding extended company holidays and public holidays in 
respective countries). 

Investigation and Remediation of Vulnerabilities 

For vulnerabilities reported to us, the relevant product development team will investigate and 
assess their scope of impact and severity. We will then implement appropriate remediation 
measures, coordinating with external coordination bodies as necessary. 



Disclosure of Vulnerability Information 

Once remediation measures for the vulnerability in our product are complete, we will disclose 
the information on our corporate website, coordinating with external coordination bodies as 
necessary. 

Reporting a Vulnerability 

Please submit your report regarding vulnerabilities in our Products to the reporting channel 
listed below, after reviewing and agreeing to the following terms and conditions. 

Terms and Conditions 

●​ This reporting channel is exclusively for vulnerability reports concerning our IoT products and 
related services. Please note that we cannot respond to inquiries unrelated to this scope, 
such as those regarding other LIXIL products, third-party products, or sales proposals. 

●​ We will endeavor to respond promptly to your report. However, please understand that 
complex reports may require more time to investigate. We may also contact you via postal 
mail or telephone. 

●​ For reports received on non-business days, we will endeavor to provide our initial response 
within five (5) business days starting from the next business day (excluding extended 
company holidays and public holidays in respective countries). 

●​ If we receive reports on the same vulnerability from multiple parties, we will only recognize 
the first party to have submitted the report to us. 

The following are considered out of scope for this policy: 

●​ Vulnerabilities that arise when a device is used outside of its intended operating environment 
or conditions (e.g., recommended temperature range, altitude limits). 

●​ Security issues resulting from the reuse of a device that has not been properly reset to its 
factory defaults. 

We value our collaborative relationship with the security research community. To protect our 
users and infrastructure, we request that you provide us with a reasonable opportunity to 
remediate vulnerabilities before any public disclosure. During this time, you must maintain strict 
confidentiality and refrain from disclosing any information about the vulnerability (including its 
existence, details, or status) to any third party until remediation is complete and the information 
has been publicly disclosed by us. We welcome coordinated disclosure once remediation is 
finalized. 



Reporting Channel: Reporting Form 

To help us quickly reproduce and investigate the vulnerability, we strongly recommend including 
the following information in your report: 

●​ Contact Information (e.g., name, email address) 
●​ Affected Product(s): Product name, model number, and firmware version. Details of the 

Vulnerability. 
●​ Vulnerability Type or Classification: e.g., Common Weakness Enumeration (CWE). 
●​ Environment or System Information: The environment used to reproduce the vulnerability. 
●​ Detailed Steps to Reproduce (STR) 
●​ Proof of Concept (PoC): Code, screenshots, or technical descriptions that demonstrate the 

vulnerability. 
●​ Perceived Impact: What the vulnerability might allow an attacker to do (e.g., information 

disclosure, unauthorized operation, etc.). 

Any personal data you provide will be managed responsibly in accordance with the "Agreement 
regarding handling of personal information" shown during the submission process and our 
"General Privacy Statement". Please submit your report only after your thorough review and 
agreement to these terms.  

Prohibited Activities and Disclaimers 

Prohibited Activities 

When investigating and verifying vulnerabilities, the following activities are strictly prohibited: 

●​ Service disruption attacks (e.g., DoS, DDoS). 
●​ Any activity that disrupts or degrades the operation of our services. 
●​ Accessing, or attempting to access, personal data or configuration information belonging to 

other customers. 
●​ Destroying, modifying, or deleting systems or data. 
●​ Exploiting a vulnerability for personal gain or for the benefit of any third party. 
●​ Disclosing acquired information (including vulnerability details) to the public or any third party 

without our prior authorization. 
●​ Any exploitation or attack that goes beyond the minimum necessary to demonstrate the 

existence of the vulnerability. 
●​ Any activity involving the physical opening, disassembly, or tampering with device enclosures 

or hardware. 

 

https://docs.google.com/forms/d/e/1FAIpQLSf3wbtgJ8wspyzuXhgy14Z7vFWhydTB0-sJHhY9Ev1FcU7TEw/viewform?usp=header


Safe Harbor (Legal Protection for Security Researchers) 
We value good-faith security research. We consider your actions authorized if conducted in 
compliance with this policy. LIXIL will not initiate legal action against you. Should a third party 
pursue legal action for research performed in accordance with this policy, we will confirm that your 
actions were in cooperation with our official program.  

 

Rewards 
LIXIL does not operate a bug bounty program and does not offer monetary compensation for 
vulnerability reports.   

Disclaimers 

Although LIXIL exercises due caution regarding the information published on this website, we 
do not guarantee its accuracy, usefulness, reliability, or safety. 

LIXIL shall not be liable for any direct or indirect damages arising from the use of this website or 
the information published on it. 

The configuration, published information, URLs, and other content on this website may be 
changed, deleted, interrupted, or discontinued without prior notice. 

Furthermore, while we will endeavor to restore services promptly in the event of delays, 
interruptions, or suspensions of this website's services, LIXIL shall not be liable for any 
damages resulting from such occurrences. We ask for your understanding in advance. 

Effective Date: September 1, 2026 
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